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Abstract

The increasing implementation of Internet of Things (loT)-based security monitoring systems
requires high communication reliability to ensure continuous and accurate data transmission.
However, connectivity failures caused by electronic component degradation, communication
instability, and device design limitations remain significant challenges that can reduce system
performance. This study aims to analyze the root causes of connectivity failures and develop
reliability improvement strategies for loT-based security monitoring devices using an integrated
Fault Tree Analysis (FTA) and Failure Mode and Effect Analysis (FMEA) approach. The
research was conducted on the Alarm Node-PR22 device at PT Eyro Digital Teknologi using
failure data collected from October 2024 to March 2025. A total of 66 failures were identified
from 500 installed devices, consisting of 3.3V Power IC failure, internal antenna failure, total
device failure, and SIM800 module overheating. The FTA method was applied to identify failure
pathways and determine basic causes, while FMEA was used to evaluate risk priorities based
on severity, occurrence, and detection parameters. The results showed that 3.3V Power IC
failure was the dominant failure mode with a total Risk Priority Number (RPN) of 1390, followed
by total device failure (1328), SIM800 overheating (1198), and internal antenna failure (902).
The highest individual risk factors were permanent IC silicon layer damage and PCB short
circuit caused by solder bridging, both with an RPN value of 648. Based on these findings,
improvement strategies were proposed, including component replacement, maintenance
improvement, ESD protection implementation, casing redesign, and PCB layout optimization.
The integration of FTA and FMEA provides an effective reliability analysis framework for
identifying failure mechanisms and improving the operational reliability of loT-based security
monitoring devices.

Keywordi: Internet of Things, Reliability Analysis; Fault Tree Analysis, Failure Mode and Effect
Analysis; Connectivity Failure; Security Monitoring System

INTRODUCTION

The rapid development of Internet of Things (IoT) technology has accelerated the
transformation of conventional monitoring systems into intelligent systems capable of collecting,
transmitting, and processing data through interconnected communication networks. IoT
implementation has been widely adopted in various sectors, including industrial monitoring,
healthcare, transportation, and security systems, due to its capability to provide real-time information
and support automated decision-making processes. However, the effectiveness of loT-based
monitoring systems strongly depends; on communication reliability, data transmission stability, and
continuous network availability. Recent studies have highlighted that connectivity performance,
communication protocols, and network reliability are critical factors influencing the operational
performance of loT applications, particularly in systems requiring continuous data transmission (Al-
Turjman & Al-Fagih, 2020; Ferrag et al., 2020; Sethi & Sarangi, 2021; Hendra e al 2024).

In IoT-based security monitoring systems, connectivity disruption can become a critical
problem because communication failure may prevent alarm information from being transmitted to
the monitoring center. Network instability, signal attenuation, limited communication capacity, and
hardware degradation can cause delays, data loss, or complete failure of information delivery.
Several studies have emphasized that reliability challenges in IoT systems are associated with
communication quality, energy limitations, environmental conditions, and device-level failures
(Ammar et al., 2021; Sicari et al., 2021). Although GSM-based communication remains widely
applied in remote IoT devices due to its extensive coverage and relatively low implementation cost,
limitations related to signal quality, bandwidth capacity, and infrastructure availability may affect
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system reliability, especially in long-term operational environments (Ali et al., 2020; Mekki et al.,
2019; Hendra et al 2021).

To improve system reliability, failure identification and risk analysis approaches are required to
determine the root causes of disruptions and establish appropriate improvement strategies. Fault Tree
Analysis (FTA) and Failure Mode and Effect Analysis (FMEA) are widely used reliability analysis
methods because they provide systematic approaches for identifying failure mechanisms and
prioritizing corrective actions. FTA applies a deductive approach by tracing failure events from the
top event to basic causes, while FMEA evaluates potential failure modes based on severity,
occurrence, and detection parameters to determine risk priority numbers (RPN). Recent studies have
demonstrated the effectiveness of FTA and FMEA integration in identifying reliability problems in
industrial systems, production processes, and equipment maintenance (Anwar et al., 2023; Nabila et
al., 2025; Nur & Aulia, 2024; Ruspendi et al., 2025).

Previous applications of FTA and FMEA have mainly focused on manufacturing processes,
product quality improvement, and production equipment reliability. These methods have been
applied to analyze quality problems in manufacturing systems (Hanif et al., 2021), identify
production process failures (Alhamda et al., 2023), evaluate machine reliability (Muhdor et al., 2023;
Nabila et al., 2025), and determine risk mitigation strategies (Aulawi et al., 2022; Nur & Aulia, 2024).
However, studies applying FTA and FMEA for analyzing connectivity failures in IoT-based security
devices remain limited, particularly for devices that depend on GSM communication modules for
real-time alarm transmission. Therefore, further investigation is required to understand the failure
mechanisms of [oT communication devices and develop appropriate reliability improvement
strategies.

PT Eyro Digital Teknologi develops and maintains Alarm Node-PR22 devices implemented in
banking security systems. The device utilizes a SIM800-based 2G modem to transmit alarm signals
from ATM security systems to the monitoring center. Since the device relies on continuous
communication connectivity, the stability of power supply, antenna performance, communication
modules, and electronic components becomes an essential factor affecting system reliability. Any
failure in these components may interrupt alarm transmission and reduce the effectiveness of security
monitoring operations.

Based on operational failure records from October 2024 to March 2025, 66 devices experienced
failures from 500 installed Alarm Node-PR22 units. The identified problems consisted of 3.3V Power
IC damage, internal antenna failure, total device failure, and SIM800 module problems. These
conditions indicate that connectivity reliability issues still occur and require systematic analysis to
determine the dominant causes and appropriate corrective actions.

Table 1. Total 2G Modem Damage Period October 2024 — March 2025

No Month Amount Device Amount %
Installed on ATM Machine Damage ( Device )

1 October 100 11 11
%

2 Novembe 50 10 20
r %

3 Decembe 30 7 23
r %

4 January 140 15 11
%

5 February 120 12 10
%

March 11 18
6 60 %

Total 500 66 13
%

(Source: Eyro Digital Teknologi, October 2024-March 2025)
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The failure data indicate that connectivity problems are not only caused by individual
component damage but may also result from interactions between electrical components,
communication modules, environmental conditions, and device design factors. Therefore, a
structured reliability analysis approach is needed to identify failure pathways, evaluate risk levels,
and determine improvement priorities. The integration of FTA and FMEA provides a comprehensive
framework by combining root cause identification and risk prioritization analysis.

This study aims to identify connectivity disruption modes occurring in the Alarm Node-PR22
device, determine the root causes and risk priority levels using FTA and FMEA methods, and develop
improvement recommendations to reduce connectivity failures and enhance the reliability of IoT-
based security monitoring systems.

METHOD

This study employed a qualitative approach supported by quantitative analysis to identify and
evaluate the causes of connectivity failures in the Alarm Node-PR22 device at PT Eyro Digital
Teknologi. The qualitative approach was applied to explore the failure mechanisms, identify the root
causes, and analyze the relationship between failure factors based on field observations and technical
investigations. Meanwhile, quantitative analysis was used to support the evaluation process through
failure frequency analysis and risk assessment using the severity, occurrence, and detection
parameters in the Failure Mode and Effect Analysis (FMEA) method.

The research was conducted on the maintenance activities of the Alarm Node-PR22 device at PT
Eyro Digital Teknologi using failure data recorded during the period of October 2024 to March 2025.
The research process consisted of several stages, including field observation, literature review,
problem identification, data collection, failure cause analysis using Fault Tree Analysis (FTA), and
risk evaluation using Failure Mode and Effect Analysis (FMEA).

The initial stage of the research involved field observation and literature review. Field
observations were carried out through direct inspection of Alarm Node-PR22 devices experiencing
connectivity problems, interviews with maintenance technicians, technical supervisors, and related
personnel, as well as reviewing technical records related to troubleshooting and repair activities.
Literature reviews were conducted by examining books, scientific journals, previous research, and
other references related to Internet of Things (IoT) reliability, connectivity disruption, FTA, and
FMEA.

The next stage was problem identification and problem formulation, which aimed to determine
the main issues related to connectivity failures in the Alarm Node-PR22 device. After identifying the
research problems, data collection was performed using primary and secondary data sources.

Primary data were obtained from direct observations, interviews, and technical inspection results
of devices experiencing failures. These data included failure symptoms, affected components,
operational conditions, and maintenance records. Secondary data were obtained from historical
failure reports, maintenance documentation, technical inspection reports, and previous studies related
to system reliability analysis.

The collected data were then analyzed using Fault Tree Analysis (FTA) and Failure Mode and
Effect Analysis (FMEA) to identify the root causes and determine the priority level of each failure
mode. The research flow is presented in Figure 1.

Fault Tree Analysis (FTA) Method

Fault Tree Analysis (FTA) is a deductive analytical method used to identify the root causes of
system failures by describing the logical relationship between an undesired event (fop event) and its
contributing factors. This method analyzes failures by tracing the cause-and-effect relationship from
the main failure event to the basic events that contribute to the occurrence of the failure.

In this study, FTA was applied to analyze the causes of connectivity disruptions in the Alarm
Node-PR22 device. The analysis was performed by identifying the main failure events, including IC
Power 3.3V failure, internal antenna failure, total device failure, and SIM800 module overheating.
Through the FTA approach, each failure event was decomposed into several possible causes until
the root causes were identified.

The results of the FTA analysis were subsequently used as input for identifying potential failure
modes in the FMEA analysis.

70 e-ISSN 2406-9329


http://www.publikasiilmiah.unwahas.ac.id/

Momentum, Vol. 22, No. 2 Oktober 2026, Hal. 68-82 ISSN 0216-7395
DOI: 10.36499/jim.v22i2.17395

Failure Mode and Effect Analysis (FMEA) Method

Failure Mode and Effect Analysis (FMEA) is a systematic risk analysis method used to identify
potential failure modes, determine their causes and effects, and prioritize improvement actions.
FMEA applies a bottom-up approach by evaluating each failure mode based on its impact on system

performance.

In this research, FMEA was used to assess the risk level of each failure mode identified from the
FTA results. Each failure mode was evaluated based on three parameters:

1. Severity (S), representing the impact level of failure on device performance.

2. Occurrence (O), representing the frequency or probability of failure occurrence.

3. Detection (D), representing the ability to detect failure before affecting system operation.

The three parameters were calculated to obtain the Risk Priority Number (RPN) using the

following equation:
RPN =S X 0 X D 1

The RPN value was then used to determine the priority ranking of failure modes. Failure
modes with higher RPN values were considered to have higher risks and required priority
improvement actions.
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Figure 1. Research Flowchart

Flow chart Study

RESULTS AND DISCUSSION
Analysis of Disturbance Types Alarm Device Node-PR22

Data on Node-PR22 alarm problems from October 2024 to March 2025 served as the basis for
the research analysis. Table 2 presents the types and number of problems that occurred during that

period.
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Table 2. Number of Types of 2G Modem Problems for the Period October 2024 — March 2025

Amo Types of Disturbance Constraints Connectivity
unt Node-PR22 Device
Devic
e Number of
Month Instal 3 Constraint Constrain
led : Intern Devic SIMS80 s ( Devices t %
3V
on Power IC al Antenna e Dead 0 )
ATM
Mach
ine
October 100 5 3 2 1 11 11%
November 50 3 1 3 3 10 20%
December 30 3 1 1 2 7 23%
January 140 8 5 1 1 15 11%
February 120 6 2 3 1 12 10%
March 60 4 3 3 1 11 18%
Total 500 29 15 13 9 66 13%

Based on Table 2, there are 66 devices experiencing problems out of a total of 500 installed
devices , with a percentage of problems of 13%. The most common type of problem is the 3.3 V
Power IC with 29 devices , followed by 15 internal antennas , 13 dead devices , and 9 SIM800
devices . These data indicate that problems with the 3.3 V Power IC are the most dominant type of
damage , so they need to be prioritized in analysis and repair actions.

1.1.  Analysis Identifying the Main Causal Factors

The analysis was conducted to identify the main causal factors and risk levels of each disruption
that occurred on the Node-PR22 device. The analysis was conducted using a combination of Fault
Tree Analysis (FTA) and Failure Analysis (FTA) methods. Mode and Effects Analysis (FMEA)
through the following stages.

To trace the causal relationship of connectivity disruptions on the Node-PR22 device, an
analysis was performed using the Fault Tree Analysis (FTA) method. This method is used to identify
the causative factors of failure down to the root cause. The FTA diagram of the 3.3V Power 1C
failure is shown in Figure 2.
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regulation
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leakage current

Semiconductor
material defect

Thermal stress
exceeds 1C
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Figure 2. Fault Tree Analysis of 3.3V Power I1C damage
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The Fault Tree Analysis (FTA) results in Figure 2 show that the failure of the 3.3V Power IC is
influenced by three main intermediate events, namely input voltage instability, excessive current
conditions, and degradation of IC quality. These intermediate events are connected through an OR
gate, indicating that the occurrence of one of these conditions can trigger failure of the 3.3V Power
IC. The analysis further identifies several basic events that contribute to the failure mechanism,
including adapter resistor value deviation, poor power regulation, short circuit conditions, filter
capacitor degradation, semiconductor material defects, and thermal stress exceeding IC tolerance.
Among these causes, semiconductor degradation and thermal-related stress represent critical factors
because they can directly affect the internal structure and electrical performance of the IC. Therefore,
the failure of the 3.3V Power IC is not only caused by a single component defect but results from the
interaction between electrical instability, component degradation, and environmental operating
conditions. The identified basic events from this FTA analysis are subsequently evaluated using
FMEA to determine their risk priority based on severity, occurrence, and detection capability..

Furthermore, connectivity failure analysis was conducted on the internal antenna system, as
presented in Figure 3. The FTA model identifies that the inability of the internal antenna to receive
GSM signals is caused by three intermediate events: weak GSM signal conditions, antenna damage,
and incorrect antenna positioning. These factors are connected using an OR gate, meaning that each
condition has the potential to independently cause communication disruption. The basic events
identified include radio wave obstruction caused by concrete walls, disconnected antenna cables, and
antenna coverage by the device casing. These findings indicate that antenna performance is
influenced not only by the physical condition of antenna components but also by installation
conditions and the surrounding environment. Signal attenuation caused by obstacles and improper
antenna placement can reduce communication quality, while physical damage to the antenna path
can completely interrupt signal transmission. Therefore, improvement actions should consider both
hardware inspection and optimization of device installation conditions..Next, the FTA diagram of
the internal antenna is not able to reach the signal is shown in Figure 3.

Internal Antenna Unable
to Receive Signal

<—— Top Event

OR

l A l

Incorrect antenna
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v

Signal is obstructed
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Antenna covered

is disconnected . e
by device casing

(broken)
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blocked by
concrete wall

i \
i i
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i i

Figure 3. FTA Internal Antenna Not Capable of Reaching Signal

The next FTA analysis focuses on total device failure, where the Alarm Node-PR22 device
becomes completely unable to operate, as shown in Figure 4. The analysis reveals three possible
failure pathways: loss of incoming power, PCB short circuit, and damage to the main electronic
components. These pathways are connected through an OR gate, indicating that each failure
mechanism can independently result in total device shutdown. The basic events identified include
physical damage to internal cable conductors, solder bridging between PCB tracks, and electrostatic
discharge (ESD) exposure affecting sensitive components. The results demonstrate that total device
failure is strongly associated with hardware reliability issues during assembly, maintenance
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activities, and operational conditions. In particular, PCB short circuits caused by improper soldering
processes represent a significant risk because they may directly interrupt electrical continuity and
damage other connected components..Next , the FTA device diagram total death is shown in Figure
4.

Total Device Failure
«—— Top Event
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|

|

l
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PCB traces

Component exposed
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conductor is
physically broken
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Figure 4. Fault Tree Analysis Device Totally Dead

The final FTA analysis evaluates overheating problems in the SIM800 communication
module, as illustrated in Figure 5. The analysis identifies three intermediate events contributing to
excessive temperature increase, namely excessive module workload, poor heat dissipation, and
restricted cooling conditions. These events are connected through an OR gate, indicating that
overheating may occur due to one or a combination of these conditions. The basic events include
repeated signal retransmission caused by insufficient GSM signal strength, insufficient ventilation
inside the device casing, and limited spacing between PCB components that restricts air circulation.
The findings indicate that SIM800 overheating is related to both communication performance and
thermal management design. Continuous retransmission increases module workload, while
inadequate heat dissipation accelerates temperature accumulation inside the device. Therefore,
reliability improvement requires not only communication optimization but also improvements in
casing design and PCB thermal layout.Next , the Fault Tree Analysis Diagram of SIM800 Panas is
shown in Figure 5.

I SIM800 Overheating ‘4— Top Event

Excessive module Restricted module
workload Poor heat dissipation cooling
Module continuously Heat trapped inside o %
o b sty device casing Poor air circulation

Signal strength
is below SIM800
reception
sensitivity

Device casing

has insufficient
air ventilation

Distance between

PCB components
is too narrow

i I:] = Top Event D = Intermediate Event O = Basic Event =ORGate —— = Logical Connection |

Figure 5. Fault Tree Analysis SIM800 Panas

Based on the overall FTA results, connectivity disruptions in the Alarm Node-PR22 device are
caused by several interconnected failure mechanisms involving electrical components,
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communication systems, hardware assembly, and thermal management aspects. The FTA approach
successfully identifies the relationship between top events, intermediate events, and basic events,
allowing the root causes of each failure mode to be systematically traced. The identified basic events
from the FTA analysis are then used as input parameters in the FMEA method to evaluate the risk
level and determine priority improvement actions. Through the integration of FTA and FMEA, the
failure causes can be identified comprehensively, while the most critical risks can be prioritized based
on their impact, occurrence frequency, and detection capability.

Risk Level Identification

Based on the results of the Fault Tree Analysis (FTA), the causal factors for each failure mode
were identified. These factors were then used as the basis for the Failure Tree Analysis. Mode and
Effects Analysis (FMEA) to determine the risk level and priority of improvement. FMEA assessment
is carried out based on the levels of severity , occurrence , and detection to obtain a Risk Score.
Priority Number (RPN). The RPN value is then used to prioritize each identified failure mode. The
assessment results serve as the basis for determining which issues need to be prioritized for
improvement. The results of the FMEA analysis are presented in Table 3.

Table 3 Analysis Failure Mode and Effects Analysis (FMEA)

No Fall,l:tre enlt\i“a‘;de Failure Effect Failure (f:r?)‘l‘;eF(]ng‘c Event ¢ o p RPN
1 3.3V Power IC Power supply instability Adapter resistor value 7 7 6 294
Failure causing device deviation causing unstable
malfunction and voltage output
interruption of alarm
transmission
Filter capacitor aging or &8 8 7 448
increased leakage current
causing loss of filtering
capability
Semiconductor material 9 9 8 648
defect causing permanent IC
silicon layer damage
Total RPN of 3.3V Power IC 1390
Failure
2 Internal Antenna  Communication failure Radio waves blocked by 6 6 5 180
Unable to between Alarm Node- concrete wall causing weak
Receive GSM PR22 device and GSM signal
Signal monitoring center
Antenna cable 8 & 8 512
disconnected/broken causing
antenna signal path failure
Antenna covered by device 5 7 6 210
casing causing incorrect
antenna positioning
Total RPN of Internal Antenna 902
Failure
3 Total Device Device cannot operate and  Internal cable conductor 8 7 7 392
Failure alarm signal cannot be physically broken causing
(Completely transmitted open circuit
Dead)

Solder bridging betweentwo 9 9 8 648
PCB traces causing short

circuit

Component exposed to 8 6 6 288
electrostatic discharge (ESD)

causing component damage

Total RPN of Total Device 1328
Failure
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No  [ailure Mode Failure Effect
Potential
4 SIM800 Module SIM800 malfunction,
Overheating communication instability,
and possible module
failure

(Muhammad Ardiansa, dkk)

Failure Cause (Basic Event
from FTA)

Continuous signal

retransmission due to weak

signal strength below SIM800

sensitivity

Device casing has insufficient 8 8 8§

ventilation causing heat

accumulation inside module

Narrow distance between 7 7 6

PCB components restricting

air circulation

Total RPN of SIM800

Overheating

S O D RPN
7 8 7 392

512

294

1198

Power IC failure mode with a total RPN of 1,390, followed by a total dead device of 1,328, a
hot SIM800 of 1,198, and an internal antenna unable to reach a signal of 902. These results indicate
that the 3.3V Power IC failure is the main priority in repair actions because it has the highest risk
level. In addition, the causes with the highest RPN values are the IC silicon layer experiencing
permanent defects with a value of 648 and solder tin fused on two PCB tracks with a value of 648,
so these two factors need to be given primary attention in efforts to improve the reliability of the
Node-PR22 device.

Recommendation Repair

Based on results FMEA analysis , RPN value is used as base determination priority repair with
consider factor causes that have been identified . The RPN value helps determine type necessary
disturbance get attention more formerly based on level the resulting risks . Furthermore , the proposal
repair arranged use SW+1H analysis so that planned actions can done in a way more directed and
systematic . Analysis the used For determine appropriate action based on type problems and factors
causes that have been found through FTA and FMEA analysis . Recommendations improvements
made covers action maintenance and changes design device in accordance with level risks found .
Maintenance actions done as effort For guard condition components and prevent occurrence
disturbance repeated , whereas change design done in the section device being assessed need
improvement . Every action customized with conditions and needs Alarm Node-PR22 device so that
expected can reduce potential disturbance connectivity and improve reliability device
Recommendations improvements that have been made arranged based on results analysis the
presented in Table 4.

Table 4. Recommendations SW+1H Repair

‘When (When

How (How is

What (What  Why (Why Where is the Who (Who the
N . . . is .
o is the does it (Where does  improvement responsible? improvemen
problem?) happen?) it occur?) implemented? t
) ) performed?)
1 Adapter Resistor value ~ Adapter During Maintenance  Replace the
resistor value ~ changes due to  circuit / power maintenance Team damaged
deviation component supply section  and component adapter
causing 3.3V degradation, inspection resistor with
Power IC resulting in appropriate
voltage unstable specifications
instability voltage output and verify
supplied to the output
power IC voltage
stability
2 Filter Capacitor 3.3V Power During Maintenance  Replace the
capacitor aging or PCB circuit preventive Team filter
degradation leakage maintenance capacitor
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When (When How (How is
What (What ~ Why (Why Where is the Who (Who the
N . . . is .
is the does it (Where does  improvement responsible? improvemen
problem?) happen?) it occur?) implemented? : t
) ) performed?)
causing loss of  current according to
filtering increase electrical
capability reduces the specifications
ability of the and perform
capacitor to voltage
stabilize ripple testing
voltage
3 Permanent Semiconducto 3.3V Power IC During device = Maintenance  Replace the
damage of IC  r material module on repair and Team damaged
silicon layer degradation or PCB failure 3.3V Power
causing 3.3V internal IC replacement IC and
Power IC damage perform
failure prevents the functional
IC from testing after
operating replacement
normally
4 GSM signal Concrete walls  Device During signal Technician Relocate the
attenuation or physical installation disturbance device to an
due to obstacles area occurrence area with
environmental ~ weaken radio stronger
obstruction wave GSM signal
transmission quality or
and reduce optimize
signal quality installation
position
5 Internal Antenna cable  Internal During Maintenance  Repair the
antenna signal  disconnection  antenna maintenance Team antenna
path failure or damage connection inspection connection
interrupts path / PCB by
signal antenna track resoldering
transmission or replace
between damaged
antenna and antenna
communicatio cable/track
n module
6  Internal Antenna Device During Technician Reposition
antenna placement is internal maintenance the antenna
position is not  obstructed by  antenna and device to achieve
optimal device casing,  section assembly optimal
reducing evaluation signal
signal reception and
reception avoid
performance physical
obstruction
7 Internal cable =~ Mechanical Device During Technician Replace
conductor stress or aging  internal cable =~ maintenance damaged
physically causes connection inspection cable and
broken physical ensure proper
separation of cable
cable installation to
conductor prevent
repeated
failure
8 PCB short Improper PCB board During Maintenance  Remove
circuit caused  soldering assembly area  inspection and  Team excessive
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When (When

How (How is

What (What  Why (Why Where is the Who (Who the
. . . is .
is the does it (Where does  improvement . improvemen
. . responsible?
problem?) happen?) it occur?) implemented? t
) ) performed?)
by solder process maintenance solder, clean
bridging creates process PCB surface,
between PCB  unwanted and perform
tracks electrical soldering
connection according to
between two standard
PCB traces procedure
9  Main Static PCB During Development Implement
component electricity component assembly, Division and  anti-static
failure dueto  exposure area inspection, and Maintenance  protection
electrostatic damages maintenance Team equipment
discharge sensitive activities and apply
(ESD) electronic ESD
components handling
procedures
10 SIMS800 Weak GSM SIMS800 During Technician Improve
communicatio  network communicatio  connectivity device
n instability causes n module disturbance location,
due to repeated optimize
insufficient signal antenna
signal strength  retransmission position, and
and increases ensure
module sufficient
workload GSM signal
availability
11 SIMS800 Heat Device casing  After design Development Add
overheating generated by / SIM800 evaluation and  Division ventilation
due to the module module area improvement openings or
insufficient cannot review improve
device dissipate casing design
ventilation properly to increase
because the heat
casing has dissipation
limited capability
ventilation
openings
12 Excessive PCB layout PCB layout After Development Redesign
PCB thermal with design engineering Division PCB layout
accumulation  insufficient evaluation by increasing
due to limited  distance component
component between spacing and
spacing components improving
restricts thermal
airflow and management
increases heat design
concentration

In addition to recommendations repair through maintenance , there is two points that require
change design device , namely points 11 and 12. Changes the covering part physical and layout
device , so that required design redesign as visualization proposed improvements . Changes to the
section physique intended For increase circulation air and reduce risk improvement temperature on
the device . Layout adjustment device done For increase neatness , facilitating the inspection process ,
and support activity maintenance in a way more effective . With change said device expected own
condition more optimal and supportive operations improvement its reliability .
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Based on the FMEA results, insufficient ventilation in the device casing was identified as one
of the main causes contributing to SIM800 module overheating. The existing casing design has
limited airflow, causing heat accumulation inside the device and reducing the reliability of electronic
components during continuous operation. To overcome this problem, a casing redesign was proposed
by adding ventilation openings to improve air circulation and enhance heat dissipation performance.

The proposed modification maintains the protective function of the casing while providing
better thermal management for internal components. Improved airflow is expected to reduce heat
accumulation, maintain the operating temperature of the SIM800 module, and minimize the risk of
connectivity failure caused by overheating. The comparison between the existing casing design and
the proposed redesign is presented in Figure 6 and Figure 7.
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Figure 7. After Casing Design

Based on the FMEA analysis, one of the factors contributing to SIM800 module overheating is
the limited distance between PCB components, which restricts airflow circulation and increases heat
accumulation in the device. The existing PCB layout has a relatively dense component arrangement,
causing heat generated by electronic components to accumulate in certain areas and reducing the
effectiveness of thermal dissipation. This condition may affect component performance and decrease
the long-term reliability of the Alarm Node-PR22 device.

To overcome this problem, a PCB layout redesign was proposed by adjusting the position and
spacing between components to improve thermal distribution and airflow circulation. The redesign
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focuses on optimizing component placement while maintaining electrical connections and device
functionality. By providing sufficient spacing between components, heat transfer can be improved,
making the operating temperature more stable and reducing the risk of thermal-related failures. The
comparison between the existing PCB layout and the proposed redesign is presented in Figure 8 and
Figure 9.
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Figure 8. Before designing the PCB layout

Next, the PCB layout redesign design with the addition of air vents is shown in Figure 9 .

Figure 9. Layout Redesign Plan PCB location

The redesigned PCB layout improves the arrangement and spacing of electronic components,
allowing better airflow circulation and reducing heat accumulation in critical areas. This modification
is expected to improve thermal performance, simplify maintenance activities, and increase the
reliability of the Alarm Node-PR22 device during continuous operation.

CONCLUSION

Based on the analysis of connectivity disruptions in the Alarm Node-PR22 device at PT Eyro Digital
Teknologi using Fault Tree Analysis (FTA) and Failure Mode and Effect Analysis (FMEA), 66
devices out of 500 installed units experienced failures during October 2024—March 2025, with a
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failure rate of 13%. The dominant failure was the 3.3V Power IC failure, accounting for 29 devices
(44%), followed by internal antenna failure, total device failure, and SIM800 module overheating.
The FTA results identified that connectivity disruptions were caused by several factors, including
voltage instability, component degradation, antenna signal problems, PCB damage, ESD exposure,
and insufficient thermal management. The FMEA results showed that the highest risk priority was
the 3.3V Power IC failure with a total RPN value of 1390, followed by total device failure (1328),
SIM800 overheating (1198), and internal antenna failure (902). The highest individual risk factors
were permanent IC silicon layer damage and PCB short circuit caused by solder bridging, both with
an RPN value of 648.

Based on the identified risks, improvement recommendations were developed through the SW+1H
approach, including component replacement, antenna and cable repair, implementation of ESD
protection, casing redesign with additional ventilation, and PCB layout optimization. The integration
of FTA and FMEA provides a systematic approach to identify root causes, prioritize failure risks,
and determine effective corrective actions to improve device reliability. The proposed improvements
are expected to reduce connectivity disruptions and enhance the operational performance of the
Alarm Node-PR22 device as an loT-based security monitoring system.
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