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Abstract 

 
The implementation of a Web Application Firewall (WAF) based on the OWASP Core Rule Set 

(CRS) aims to enhance web application security; however, improper configuration may lead to 

false positives that adversely affect system performance and service availability. This study 

analyzes the impact of WAF false positives on Open Journal Systems (OJS) services deployed in 

a cloud environment using a server log analysis approach. The data were collected from web 

server error logs and ModSecurity audit logs that recorded the blocking of legitimate requests 

during the manuscript submission process due to inbound anomaly scores exceeding predefined 

security thresholds. The results indicate that WAF false positives caused service failures 

characterized by HTTP 403 responses, increased submission errors, and a measurable reduction 

in OJS service availability during the observation period. These findings demonstrate that 

anomaly-based detection mechanisms in OWASP CRS may misclassify normal application 

behavior as malicious activity. This study provides empirical evidence based on server logs 

regarding the impact of WAF false positives on cloud service reliability and offers insights for 

WAF policy tuning to achieve a balance between security and service availability. 
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INTRODUCTION 

 Technological developments Cloud 

Computing has driven digital transformation in 

various academic services, including the 

scientific journal management system. Service-

based utilization cloud enable educational 

institutions to provide more flexible, scalable, 

and easily accessible services to users from a 

variety of locations (Reyes Narváez et al., 2025). 

One of the most widely used platforms in the 

management of scientific journals is Open 

Journal Systems (OJS), which supports the 

process of submitting manuscripts, reviewing, 

editorial management, and publishing articles 

online. However, the openness of access to OJS 

services through public networks also increases 

the risk of various cybersecurity 

threats("OWASP CRS | OWASP Foundation," 

n.d.). 

Problems False positive WAF not only 

has an impact on security, but also affects the 

performance and availability of services 

(Availability) (Siwach and Mann, 2022). Service 

interruptions that occur due to blocking 

legitimate requests can lead to system 

malfunctions, increasing error rates (Error 

Rate), as well as lowering the reliability of 

service-based cloud (MajedA.Alowaidi and 

Sunil Kumar Sharma, 2025). This creates a 

dilemma between implementing strict security 

policies and the need for a stable and always 

available service to users 

A number of previous studies have 

examined the effectiveness of WAF in detecting 

and preventing web application attacks. Other 

research shows that the analysis Log server can 

be leveraged to identify anomalous patterns and 

evaluate security incidents in the environment 

cloud (MajedA.Alowaidi and Sunil Kumar 

Sharma, 2025). In addition, several studies have 

also discussed the relationship between security 

mechanisms and service reliability, emphasizing 

that improper security policies can have an 

impact on declining Availability Information 
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Systems (Ank Shah et al., 2025). Research 

related to OJS generally focuses more on aspects 

of journal management, system adoption, and 

ease of use, while studies on the impact of 

security mechanisms on OJS operations are still 

relatively limited. 

In recent years, analysis-based research 

Log is increasingly developing as an empirical 

approach to understanding the behavior of the 

system in real terms. Analysis Log server allows 

researchers to trace blocking events, service 

errors, and interactions between users and 

security systems chronologically. Nonetheless, 

the integration between the analysis Log server, 

evaluation False positive WAF, and its influence 

on the performance and availability of academic 

application services are still rarely studied 

comprehensively (Ott et al., 2021). This 

indicates the existence of Research gap relevant 

to further research. 

Based on the research gap, this study 

focuses on the analysis of the impact  of false 

positive Web Application Firewall on the 

performance and availability of Open Journal 

Systems services  in the cloud environment. The 

approach used is server log analysis, which 

includes web server error logs and  WAF log 

audits, to identify legitimate request blocking 

events as well as their implications for service 

reliability. This research is expected to be able to 

provide an empirical picture of how anomaly-

based security policies affect the operational 

processes of scientific journal systems. 

The purpose of this study is to identify  

false positive patterns  that occur in WAF, 

analyze their impact on the performance and 

availability of OJS services, and provide 

recommendations for improving security 

policies. Thus, this research is expected to 

contribute to the development of more balanced 

information system security practices, which are 

able to maintain the level of security of web 

applications without sacrificing the reliability 

and availability of services in cloud-based 

scientific journal systems. 

LITERATURE REVIEW 

The use of cloud-based web applications 

in the management of scientific journals is 

driving adoption Open Journal Systems (OJS) as 

the main platform for academic publications. 

OJS supports the process of submitting 

manuscripts, managing editorials, and 

publishing online, but the open access of this 

system increases the risk of web application 

attacks (Riadi et al., 2020). Recent research 

shows that academic web applications are highly 

vulnerable to parameter exploitation, input 

injection, and abuse of the HTTP protocol if they 

are not equipped with adequate security 

mechanisms (Utama and Nurhadi, 2024). 

One of the commonly applied security 

solutions is Web Application Firewall (WAF), 

which monitors and filters HTTP traffic before it 

reaches the application (Dawadi et al., 2023). 

Modern WAF generally adopts OWASP Core 

Rule Set (CRS) with the anomaly-based 

detection, i.e. a risk assessment mechanism 

based on the accumulation of anomalous scores 

from detected demand patterns (Scano et al., 

2025). This approach has proven to be effective 

in detecting common attacks such as SQL 

Injection and Cross-Site Scripting, but highly 

dependent on the rule configuration and the 

score threshold applied (Floris et al., 2025) 

Although it improves security, the 

anomaly-based approach has a drawback in the 

form of potential occurrence False positive, 

which is a condition when a user's legitimate 

request is blocked by the security system 

(Ravindran et al., 2025). Several studies in the 

last five years have shown that false positives 

can lead to service failures, increased Error 

Rate, as well as decreased availability 

(Availability) Web application (Díaz-Verdejo et 

al., 2022). In cloud-based services, this has a 

direct impact on system reliability and user 

experience, especially on applications that 

support key business processes such as OJS 

(Viradia et al., 2025). 

To empirically evaluate the impact of 

false positives, server log analysis has become a 

widely used approach in recent research. The 

correlation between the web server error log and 

the WAF audit log allows for the identification 

of legitimate request blocking patterns as well as 

their association with service interruptions.  

However, studies that specifically discuss 

the impact of false positive WAF on the 

performance and availability of OJS services are 

still limited. Therefore, log analysis-based 

research on cloud-based OJS environments is 

relevant to fill the research gap (Zhou et al., 

2021). 
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METHOD 

2.1 Research Stages  

This study uses a log server-based 

descriptive-analytical approach  to evaluate the 

impact of false positive Web Application 

Firewall on the performance and availability of 

Open Journal Systems (OJS) services in the 

cloud environment. The methodology is 

developed in stages and systematically so that 

the analysis process can describe the relationship 

between security policies, the occurrence of 

blocking legitimate requests, and their 

implications for service reliability. 

 Overall, the research stages consist of 

five main stages that are in succession, starting 

from problem identification to the preparation of 

recommendations. The flow of the research 

stages is shown in Figure 1.  

 

Figure 1. Research Stages 

The first stage is the identification of the 

problem and the system environment. At this 

stage, observations were made of OJS services 

running on cloud infrastructure, including 

security mechanisms implemented using WAF 

based  on the OWASP Core Rule Set. This stage 

aims to understand the context of the system, key 

service flows, as well as early indications of 

service outages experienced by users during the 

operational process. 

The second stage is the collection of 

server log data. The research data was obtained 

from web server error logs and  WAF log audits 

that recorded actual system activity. This log 

data includes information about the time of the 

event, the type of system response, and the 

blocking decisions made by the WAF. Data 

collection was carried out passively so that it did 

not affect the performance of OJS services 

during the observation period. 

The third stage is the preprocessing of log 

data. At this stage, data filtering is carried out to 

eliminate irrelevant entries, data duplication, and 

uniformity of time formats. Furthermore, log 

data is classified based on the type of event, such 

as blocked legitimate requests and service error 

events. This pre-process aims to improve the 

quality of the data and facilitate the analysis 

process at the next stage. 

The fourth stage is the false positive WAF 

analysis. The analysis is performed by 

identifying legitimate request blocking events 

triggered by anomaly-based detection 

mechanisms. The incident was then correlated 

with the normal activities of the OJS service to 

ensure that the blocking that occurred did not 

come from an actual attack, but rather a 

misclassification by the WAF. 

The fifth stage is an analysis of the impact 

on performance and service availability. At this 

stage, false positive  events are analyzed in 

relation to service interruptions, such as 

increased access errors and system malfunctions. 

The analysis focused on the frequency of events, 

system response, as well as indications of 

decreased service availability during the 

observation period. 

The last stage is the evaluation of the 

results and the preparation of recommendations. 

The results of the analysis were evaluated to 

draw conclusions regarding the impact of false 

positive WAF on the reliability of OJS services. 

Based on these findings, recommendations for 

adjusting WAF policies and configurations are 

prepared to improve the balance between 

security and service availability in cloud-based 

scientific journal systems. 
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2.2 Data Collection Sources and Techniques 

 The data source in this study comes from 

secondary data in the form of Log server 

generated by the system during service operation 

Open Journal Systems (OJS) in the environment 

cloud. Log data was chosen because it represents 

the actual activity of the system and security 

mechanisms, thus allowing for empirical 

analysis of events false positive Web Application 

Firewall. 

The type of log data used in this study 

consists of two main sources, namely web server 

error logs and Web Application Firewall (WAF) 

log audits. Web server error logs are used to 

identify service error events and system 

responses to user requests, while  WAF log 

audits are used to analyze blocking decisions 

generated by OWASP Core Rule Set-based 

security mechanisms. 

Data collection is carried out passively 

without intervening in the running system. This 

technique was chosen to ensure that the data 

obtained reflects the actual operational 

conditions and does not affect the performance 

of OJS services. Log data is collected over a 

specific observation time span that includes the 

normal activity of the user, specifically during 

the manuscript submission process. 

To maintain the relevance of the data, only 

log entries related to request blocking events and 

service errors are further analyzed. The data 

collection process is carried out by copying and 

storing log files from the server to a separate 

storage media for analysis purposes. 

Table 1. Research Data Sources 

Data Log Source Main Information 

Web 

Server 

Error Log 

Server 

OJS 

Time of occurrence, 

response code, service 

error 

WAF 

Audit Log 

Mod 

Security 

Blocking decisions, 

anomaly scores, 

violation types 

2.3 Log and Parameter Analysis Techniques  

 The data analysis technique in this study 

was carried out with a descriptive analysis 

approach to Log server. Analysis is focused on 

event identification False positive WAF and its 

relationship with OJS service disruptions. The 

analysis process is carried out in stages 

following the methodological flow described in 

Subchapter 2.1. The initial stage of analysis is 

the filtering and normalization of log data. The 

log data that has been collected is selected to 

eliminate irrelevant entries and is timed 

standardized to facilitate the correlation process 

between logs. Furthermore, the data is classified 

based on the type of event, such as legitimate 

requests blocked by WAF and service error 

events on the web side of the server. 

Table 2. Service Availability Parameters 

Yes Parameters Description 

1 False Positive 

Frequency  

Number of legitimate 

requests blocked 

2 Error Response 

Codes 

System response due to 

blocking 

3 Error Rate Service error rate 

4 Availability 

Indication 

Service interruptions during 

the observation period 

The next stage is the identification of false 

positive events. The analysis parameters used are 

shown in Table 2. An event is categorized as a 

false positive if a legitimate user request is 

blocked by the WAF and is not indicated as a 

web application attack. This identification is 

done by comparing the user's activity pattern 

with the security rules that triggered the block.  

After false positives are identified, an 

analysis of their impact on service performance 

and availability is carried out. Service 

availability parameters are used to assess the 

reliability level of the system during the 

observation period. The parameters analyzed in 

this study include the frequency of legitimate 

request blocking events, the number of service 

errors, and indications of decreased service 

availability. The results of the analysis of these 

parameters were used to evaluate the impact of 

false positive WAF on the reliability of OJS 

services. These findings are the basis for the 

preparation of recommendations for security 

policy adjustments to improve service 

availability without reducing the level of system 

protection. 

RESULTS AND DISCUSSION 

3.1 Analysis of the Scoring Mechanism  

 Based on the results of the log audit 

analysis shown in Figure 2, it is known that the 

rule protocol enforcement with 920451 ID is 

active in the initial phase of request processing 

(phase:1). This rule serves to detect the use of 

HTTP headers that are restricted by the OWASP 
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Core Rule Set (CRS) based WAF security 

policy. Rule 920451 has a critical severity, 

which indicates that violations of these rules are 

considered high risk by the security system. 

Although rule 920451 does not explicitly display 

numerical score values on individual log rows, 

the OWASP CRS internal mechanism still 

performs a risk assessment of detected requests.  

This assessment is carried out through the 

mechanism of adding anomaly scores (anomaly 

scoring) by utilizing internal system variables. In 

rule 920451, the process is executed through the 

setvar command which adds the critical anomaly 

score value to the inbound anomaly score 

variable according to the system configuration. 

This setvar process does not print the score 

directly on the individual rule log, but rather 

accumulates the score values into a global score 

variable that will be evaluated in the next stage. 

The accumulation of global scores is the main 

component in the process of evaluating security 

decisions on WAF. After all the rules in the 

inspection phase are executed, the system will 

correlate the  collected inbound anomaly score 

values  . This value is then compared to the 

threshold that has been set in the OWASP Core 

Rule Set configuration. If the accumulated score 

reaches or exceeds that threshold, the blocking 

mechanism will be executed automatically. 

Thus, the blocking decision is not determined by 

a single rule separately, but by the result of the 

aggregation of scores from the previous 

inspection process. This mechanism is designed 

to increase the accuracy of detection, but under 

certain conditions it can trigger the occurrence of 

false positives. 

 

Figure 2. WAF Score Assessment Mechanism 

 

These findings suggest that the increase 

in anomaly scores on the system does not come 

from web application attacks such as SQL 

Injection or Cross-Site Scripting, but rather from 

protocol enforcement policies implemented  by 

WAF.  

Table 3. Summary of Anomaly Score 

Trigger Rule Characteristics 

Parameters Remarks 

Rule ID 920451 

Categories Protocol Enforcement 

Execution Phase 
Phase 1 (Request 

Header Inspection) 

Paranoia Level Level 2 

Severity Critical 

Evaluation 

Mechanism 
Adding scores via setvar 

Score Variables Inbound Anomaly Score 

Impact 

Contribution to the 

accumulation of 

anomalous scores 

Classification False positive triggers  

 

Therefore, rule 920451 can be 

categorized as the main trigger for false positives 

in the case of sending OJS manuscripts analyzed 

in this study. The trigger comes from a protocol 

enforcement mechanism that classifies 

legitimate request patterns as policy violations, 

triggering an increase in anomalous scores and 

leading to service blocks. 

3.2 Score Evaluation and Blocking  

 After the detection process in the initial 

phase of request processing, the WAF system 

evaluates the anomalous scores that have been 

collected. This process aims to determine 

whether the received request can still be 

tolerated or should be blocked based on a 

predetermined threshold. The evaluation of the 

anomaly score is carried out in the correlation 

phase, which is represented in the audit log by 

rule ID 980170. 

Based on the score correlation results 

shown in Figure 3, the system records the 

combined anomaly score value derived from the 

inbound component. The correlation results 

show that all parameters of web application 

attacks, such as SQL Injection (SQLi), Cross-

Site Scripting (XSS), Local File Inclusion (LFI), 

and Remote Code Execution (RCE), are zero. 

This condition confirms that there is no 

indication of a web application attack on the 

analyzed request. 

 

Figure 3. WAF Score Assessment Mechanism 
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The accumulated recorded anomaly 

scores are entirely due to the score contribution 

of the rule Protocol Enforcement in the previous 

phase. In other words, the resulting anomaly 

score is not the result of a combination of 

different types of attacks, but rather comes from 

one type of protocol policy violation. This 

reinforces the classification of events as False 

positive, where legitimate user activity is 

classified as a security breach. 

This anomalous score correlation process 

is the basis for the WAF system in making 

blocking decisions. When  the combined 

anomaly score reaches or exceeds the set 

threshold value, the system automatically 

executes a blocking mechanism on that request. 

Therefore, the score correlation stage has an 

important role in determining the impact of 

security policies on the performance and 

availability of OJS services. 

Table 4. Correlation Results of Anomalous 

Scores Based on Log Audit 

Parameters Value 

Blocking Inbound Score 5 

Detection Inbound Score 5 

SQL Injection Score 0 

XSS Score 0 

LFI Score 0 

RFI Score 0 

RCE Score 0 

HTTP Violation Score 0 

Combined Anomaly Score 5 

Threshold 5 

Evaluation Results 

Request 

blocked 

(denied) 

Classification of 

Occurrences 
False Positive 

 

These findings show that the scoring 

mechanism in WAF is highly dependent on the 

sensitivity of the rules applied, especially in the 

protocol enforcement category. This 

dependency has the potential to cause 

misclassification if the rules are not adjusted to 

the characteristics of the protected application. 

In the context of OJS, complex communication 

and data transmission patterns can trigger 

violations of protocol policies even though the 

activities carried out are normal. Therefore, the 

correlation results of this score indicate the need 

to evaluate the configuration of security rules in 

order to not only focus on the detection aspect, 

but also consider the context of application use. 

The policy adjustment is expected to be able to 

reduce the occurrence of false positives without 

reducing the effectiveness of the overall system 

protection. 

 

3.3 The Impact of False Positives on OJS 

Services 

The impact of  implementing Web 

Application Firewall (WAF) with an anomaly-

based detection  mechanism is not only visible 

on the server side, but can also be observed 

directly at the application layer. In this study, the 

impact  of false positives was identified on the 

submission process in the Open Journal Systems 

(OJS) system. When the user fills in the metadata 

and uploads the script, the system fails to process 

the request and cannot proceed to the next stage. 

This condition occurs because any HTTP request 

sent from the OJS interface must pass an 

inspection process by the WAF before being 

forwarded to the application. At this stage, WAF 

evaluates the headers, request methods, and data 

content submitted by the user. Although the 

activity performed is legitimate and compliant 

with the OJS workflow, certain request patterns 

are identified as anomalies by active security 

rules. As a result, the request is blocked and 

never reaches the application layer, so OJS is 

unable to process the data submitted by the user. 

 

Figure 4. The Impact  of HTTP 403  False 

Positive on OJS Services. 

 As shown in Figure 4, the OJS 

application displays error messages to the user in 

the form of a process failure notification and 

instructions to reload the page. This message 

appears in response to an HTTP request that was 

rejected by a server with an HTTP status code of 

403 (Forbidden). From the user interface side, 

this error appears to be an application glitch, as 

OJS does not provide technical information 

regarding the cause of the blocking.  
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Figure 5. The Impact of False Positive 

Manuscript Submission on OJS Services. 

This condition suggests that security 

mechanisms at the server layer can affect the 

app's business processes without providing clear 

feedback to users. As shown in Figure 5, the OJS 

application displays error messages to the user in 

the form of a process failure notification and 

instructions to reload the page. This message is 

general and does not provide technical 

information about the cause of the failure, so 

from the user's point of view the error appears to 

be an application system glitch. 

 Based on the correlation results with 

Audit log and Error log server, this process 

failure occurs due to the blocking of HTTP 

requests by the WAF that results in an HTTP 403 

response. Blocking is done after Inbound 

Anomaly Score Reach a system-defined 

threshold, even if the request sent is a legitimate 

user activity. Thus, this occurrence is classified 

as False positive, as there is no indication of a 

web application attack such as SQL Injection or 

Cross-Site Scripting. 

Table 5. The Impact of False Positives on OJS 

Services 

Aspects Observation Results 

Affected features Submission 

Types of errors OJS application error 

Server response HTTP 403 (Forbidden) 

Source of error Request blocking by WAF 

Type of 

occurrence 
False Positive 

Impact on users 
Failed to upload and 

submit manuscript 

Impact on 

services 

Decrease in OJS 

availability 

The impact of this condition is the 

disruption of the main function of OJS as a 

scientific journal management system. Users are 

unable to complete the manuscript submission 

process, which directly lowers the service 

availability. If  this kind of false positive occurs 

repeatedly, the reliability of OJS services in the 

cloud  environment will decrease and potentially 

hinder the process of managing and publishing 

scientific articles. 

Based on the results of server log analysis, 

this study succeeded in identifying false positive 

patterns  that appeared in the implementation  of 

Web Application Firewall based on OWASP 

Core Rule Set. This pattern is characterized by 

triggering protocol enforcement rules that are 

active in the request inspection phase on HTTP 

and resulting in an increase in the inbound 

anomaly score to exceed the system threshold. 

Furthermore, the impact analysis shows that  the 

false positive  event causes the submission 

process to fail  in OJS and results in an HTTP 

403 response, which directly affects the 

performance and availability of the service. 

These findings are the basis for formulating 

recommendations for security policy 

improvements so that the system protection 

mechanism can continue to run without 

interfering with legitimate user activities. 

 

CONCLUSION 

 This study successfully identified 

patterns False positive that happens in the 

application Web Application Firewall (WAF) 

based OWASP Core Rule Set on the system Open 

Journal Systems (OJS). This pattern is indicated 

by the triggers of security rules that cause an 

increase in Inbound Anomaly Score to exceed the 

system threshold, even though the request sent is 

a legitimate user activity. These findings confirm 

that the anomaly-based detection in WAF has 

the potential to result in misclassification if not 

configured correctly. 

The results of the analysis further show that  

the false positive  incident has a direct impact on 

the performance and availability of OJS services. 

The blocking of the request by the WAF resulted 

in an HTTP 403 response that caused the 

manuscript submission process to fail, thus 

disrupting the main function of OJS as a 

scientific journal management system. This 

impact also affects the user experience because 
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the errors displayed on the application side do 

not provide clear technical information 

regarding the cause of the glitch. 

Based on these findings, this study 

recommends the need for evaluation and 

adjustment of security policies in WAF based on 

OWASP CRS, especially in the management of 

anomaly score thresholds  and protocol 

enforcement rules. This policy adjustment is 

expected to minimize  false positives without 

reducing the level of system security, so that the 

balance between application protection and the 

availability of OJS services can be maintained. 
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